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QRNG from Vacuum States

Optical Networking
Background and challenges

= Why are random numbers important? = From where can we extract AX
quantum randomness?

They are necessary for a range of applications: cryptography, numeric
simulations, lotteries, fundamental physics tests (Bell experiment)...

The guadratures of a vacuum state are truly - >
random. AV X

= \Why quantum?

7
Quantum physics Is supported by a probabllistic theory that is fundamentally " What Cha”enges do we have®

random, thus it can generate truly random numbers, that are completely
unpredictable and which cannot be reproduced.

To recover the truly random vacuum state quadrature fluctuation we need
to reject all sources of classical noise.

Description and main innovation

= \We can perform homodyne measurements on
the vacuum states to obtain the X and Y
guadratures of the vacuum state.
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= By performing dual homodyne measurements [Loeal Osclllator)—= '{Balaﬂced Detector]—@
we effectively double the bit rate of the system.
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= Practical Inaccuracies mean that
Isolating the X and Y quadratures Is a
challenge, this can be accomplished
through DSP.

= In the literature, classical noise Is
avolded by using very high quality lasers
In a very carefully tuned system. We
Intend to achieve the same results with a
more simplistic system with the help of
DSP.

= | Orthogonalization

Classical Noise
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= Since the burden for classical noise rejection Is P
on the DSP stage, our system is easily made /
self calibrating. / Lest Suite
Achievements

=== | @ \Ne gre able to generate quantum based random
numbers In real-time at a rate of 100 MHz.

= The generated numbers have passed most tests
under the NIST suite in an offline setting.
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= \We have already prepared a real time acquisition
and testing suite based on LabView.

time counts -
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